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ABAC: Attribute-Based Access Control (3T J& 4 (1137 Il 453 i)
)

e AES: Advanced Encryption Standard (/& Z% N hriE)
o Al Artificial Intelligence ( A\ T #E)

e API: Appliation Programming Interface (3 FFEF gz 0
)

e  BYOK: Bring Your Own Key (H#%%H)

o CA: Certificate Authority GIFBAUANIFE)

e  CaaS: Containers-as-a-Service (%¥#sR[IiR%5)

e  CD: Continuous Delivery (fF4:3541)

e  CI: Continuous Integration (FFZEEERY)

e  CIS: Center for Internet Security (%% 224 71.0»)

e CISO: Chief (Information) Security Officer (¥ J#{5 8%4E
)

e  CMK: Customer Master Key (& %4

e CNCF: Cloud Native Computing Foundation (= Ji4: 5 3L 4
)

e CTO: Chief Technology Officer (& HHAE)

e CVE: Common Vulnerabilities and Exposures (i F1Hg

)

e CVSS: Common Vulnerability Scoring System il FH I i 1°F-43
RE0)

o DAAS: data, assets, applications, and services (¥4l %=,
JSFH AT AR 55D

e DAST: Dynamic Application Security Testing (25N 2T
2D

e DDoS: Distributed Denial of Service (43 20HH 48 il 55 Bk
e  DEK: Data Encryption Key (E#liIN=%47)

e DoS: Denial of Service (FH 44k 45X iti)

o  EBA: European Banking Authority (RXIMERITEH)F)

e  EIOPA: European Insurance and Occupational Pensions

Authority BRI ERES ARV 7722 4 3 =)D
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ESMA: European Securities and Markets Authority (FXHHIE
FF AT LR

Faas: Functions-as-a-Service (pREEIARSS)

GID: Group identifier (ZHARIRFT)

HSM: Hardware Security Modules (T4 2z 4= 454 )

IaaS: Infrastructure as a Service (F&fitii5 it B Ak 55 )

IaC: Infrastructure as Code (FEAEHEEICHS)

IAM: Identity and Access Management (& {3 Fl1jj jn] & £ )
IDE: Integrated Development Environment (£ T & ¥ 45)
KMS: Key Management System (4T R40)

MAC: Mandatory Access Control 3 il 15 r] 4% il )

ML: Machine Learning (Hl#%2%>))

NFS: Network File System (%% 4 R4¢)

OCI: Open Container Initiative (JF/Z 281810

OPAL: Opal Storage Specification (Opal 17>

OWASP: Open Web Application Security Project (FF/i{ Web
AR P2 T E D

Paa$: Platform as a Service (*F-&EIAR%S)

RBAC: Role-based Access Control (3T ()7 ] 4% i )
ROI: Return On Investment (#% %% [AI4K%)

SAST: Static Application Security Testing (i A8 HFEF %4
MO

SBOMs: Software Bill of Materials CU/#1RHE #)

SOC: System On Chip (} E &%)

SoD: Separation of duties (HX 377> &)

SSD: Solid-State Drive C[&] &%)

TEE: Trusted Execution Environments (7] {5473 1%)
TLS: Transport Layer Security (f£4i)2 % 43)

TPM: Trusted Platform Module (7]{z &b

UID: Unique Identifier (ME—#xiH55)

VEX: Vulnerability Exploitability eXchange CJ3li 7] Fl| 142
)

VM: Virtual Machine CHE#IHL)

VPN: Virtual Private Network (FE#L% F M%)
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1. NIST SP 800-204 Security Strategies for Microservices-based
Application Systems -
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.
SP.800-204.pdf

2. NIST SP800-190 Application Container Security Guide -
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.
SP.800-190.pdf

3. NIST SP 800-218 Secure Software Development Framework
(SSDF) Version 1.1: Recommendations for Mitigating the Risk
of Software Vulnerabilities

4. https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.
SP.800-218.pdf

5. CIS Kubernetes Benchmark
6. Threat Modeling: 12 Available Methods

7. https://owasp.org/www-
community/Application_Threat_Modeling

8. MITRE ATT&CK Matrix For Kubernetes
9. 12-factor

10. 9 Box of Controls

11. Cloud Native Security Lexicon

12. Cloud Native Glossary

13. CNCF landscape

14. Four eyes principle
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-218.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-218.pdf
https://www.cisecurity.org/benchmark/Kubernetes/
https://insights.sei.cmu.edu/sei_blog/2018/12/threat-modeling-12-available-methods.html
https://owasp.org/www-community/Application_Threat_Modeling
https://owasp.org/www-community/Application_Threat_Modeling
https://www.microsoft.com/security/blog/2020/04/02/attack-matrix-kubernetes/
https://12factor.net/
https://blogs.blackberry.com/en/2016/03/the-9-box-of-controls
https://github.com/cncf/tag-security/blob/main/security-lexicon/cloud-native-security-lexicon.md
https://glossary.cncf.io/
https://landscape.cncf.io/
https://www.unido.org/overview/member-states/change-management/faq/what-four-eyes-principle
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39.

Common Vulnerability Scoring System

Test Pyramid

software bill of materials

OPAL - https://trustedcomputinggroup.org/wp-
content/uploads/TCG_Storage-Opal_SSC_v2.01_rev1.00.pdf
CNCF Storage Whitepaper

Security boundaries -
https://www.oreilly.com/library/view/cissp-certified-
information/9780470276884 /9780470276884 _security_bou
ndaries.html

OWASP threat modeling

STRIDE

OCTAVE

ATT&CK’s Threat matrix for containers

NIST Incident Response Guide

Secure Defaults: Cloud Native 8

Software Supply Chain Best Practices White Paper

Cloud Native Security Map - https://cnsmap.netlify.app
Center for Internet Security (CIS)

OpenSCAP

TAG-Security’s use cases listing

European Banking Authority -
https://www.eba.europa.eu/regulation-and-policy/internal-
governance/recommendations-on-outsourcing-to-cloud-
service-providers

European Insurance and Occupational Pensions Authority -
Guidelines on outsourcing to cloud service providers
European Securities and Markets Authority - CLOUD
OUTSOURCING GUIDELINES
github.com/cncf/surveys/security

Feedback
https://techmonitor.ai/technology/cybersecurity /ransomclo
ud

https://www.mcafee.com/enterprise/en-ca/security-
awareness/ransomware.html
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.s
p.800-61r2.pdf
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https://owasp.org/www-community/Threat_Modeling
https://en.wikipedia.org/wiki/STRIDE_(security)
https://www.pluralsight.com/guides/cybersecurity-threat-modeling-with-octave
https://medium.com/mitre-engenuity/att-ck-for-containers-now-available-4c2359654bf1
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
https://github.com/cncf/tag-security/blob/main/security-whitepaper/secure-defaults-cloud-native-8.md
https://github.com/cncf/tag-security/blob/main/community/working-groups/supply-chain-security/supply-chain-security-paper/CNCF_SSCP_v1.pdf
https://cnsmap.netlify.app/
https://www.cisecurity.org/
https://www.open-scap.org/
https://github.com/cncf/tag-security/blob/main/usecase-personas/README.md
https://www.eba.europa.eu/regulation-and-policy/internal-governance/recommendations-on-outsourcing-to-cloud-service-providers
https://www.eba.europa.eu/regulation-and-policy/internal-governance/recommendations-on-outsourcing-to-cloud-service-providers
https://www.eba.europa.eu/regulation-and-policy/internal-governance/recommendations-on-outsourcing-to-cloud-service-providers
https://www.eiopa.europa.eu/sites/default/files/publications/eiopa_guidelines/guidelines_on_outsourcing_to_cloud_service_providers_en.pdf
https://www.eiopa.europa.eu/sites/default/files/publications/eiopa_guidelines/guidelines_on_outsourcing_to_cloud_service_providers_en.pdf
https://www.esma.europa.eu/press-news/esma-news/esma-publishes-cloud-outsourcing-guidelines
https://www.esma.europa.eu/press-news/esma-news/esma-publishes-cloud-outsourcing-guidelines
https://github.com/cncf/surveys/blob/master/security/README.md
https://github.com/cncf/tag-security/issues/new?assignees=&labels=suggestion%2C+triage-required&template=suggestion.md&title=%5BSuggestion%5D+some+descriptive+title
https://techmonitor.ai/technology/cybersecurity/ransomcloud
https://techmonitor.ai/technology/cybersecurity/ransomcloud
https://www.mcafee.com/enterprise/en-ca/security-awareness/ransomware.html
https://www.mcafee.com/enterprise/en-ca/security-awareness/ransomware.html
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
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